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Over the past two decades, the use of digital technologies in higher education has reshaped
traditional teaching and learning paradigms. COVID-19 has highlighted the importance of
digitalisation mechanisms and emphasised the need for higher education institutions (HEIs) to
engage in strategic digital transformation (DT) projects. Despite the investments, challenges such
as insufficient internet access and limited digital competence prevent students from benefiting
from the new technologies. In this context, the following research primarily aims to reflect on the
importance of DT strategies to ensure the relevance of HEIs in an increasingly digitalised world. To
support the main purpose, this article presents three specific objectives:

(1) to review the current state of digital transformation in public and private HElIs;

(2) to identify the main barriers that prevent digital transformation processes; and
(3)todiscuss possible institutional and governmental policy-oriented initiatives to encourage
digital transformation in HEIs.

The methodology used is based on the application of Qualitative Document Analysis (QDA), a rigorous
approach that aims to systematically identify, examine and select relevant academic sources. The
study argues that in order to maintain their relevance, higher education institutions need to develop
strategic plans for digital transformation that include short, mid and long-term goals.
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Introduction

In recent decades, higher education institutions have undergone digital transformation processes.
As pioneers in the e-learning domain, they are now evolving into institutions offering blended
services and focussing on the co-creation of knowledge. The aim of this paper is to present the
following:

(1) an overview of the dynamic aspects of digitalisation and the concept of a cluster organisation as
an academic agile business case;

(2) additional arguments for the internal stakeholders of universities to develop an understanding
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of and better meet the demands of the digital society, in particular the competences and processes
required in the digital transformation process to capture the quality of a university’s response;

(3) examples of how selected universities have managed their digital offerings within their strategic
management framework, planned tools and platforms within academic agile business models; and

(4) a selection of supports for a management team leading the digitalisation of the university. The
study is based on a literature review using meta-analysis as research method.

The challenge for higher education lies not only in the fact that VUCA concepts, which stand for
volatility, uncertainty, complexity and ambiguity, entail considerable risks but also offer numerous
benefits if implemented responsibly (Panthalookaran, 2022). The future students who are entering
university have been born and raised in an environment where the internet has become as
commonplace and ubiquitous as a television set or a light bulb (Abad-Segura et al., 2020). This
digital generation uses computers and smart devices consistently to an extent that is unprecedented
when compared to the user behavior of all other generations. Consequently, our students are often
better educated in the IT skills that form the core of most imported DT competencies.

The recent digital transformation is not only impacting the economy, institutions and businesses,
but is fundamentally changing lives and lifestyles, especially the way our societies are organised
(Arguelles-Cruz et al., 2021; Benavides et al., 2020; UNESCO IESALC et al., 2024) - think, for example,
of energy or health systems at country level, smart catalytic city activities in growing urban areas, or
future markets with a global dimension such as autonomous cars or smart manufacturing. In this
context, society’'s greatest desire is that our existing and future university graduates and labour force
have the necessary skills. Therefore, teaching/learning processes need to meet the new challenges.

Digital Transformation Conceptual Framework

Higher education institutions are facing major challenges in order to meet the requirements of
a digitalised, networked and globalised society (Haque et al., 2023; Kannadhasan et al., 2020;
Molenda, 2022). As information and communication tools and connectivity have created a multitude
of changes and opportunities in society, businesses and government systems, higher education
institutions are confronted with stakeholders who place new demands on higher education (Cheng
et al., 2022; Giesenbauer & Muller-Christ, 2020; Langrafe et al., 2020). As a starting point, digital
transformation can be understood as a concept that indicates that the institutions need to focus
on long-term strategic approaches in which the integration of digital technology leads to changes
in both organisational activities and business models (Bygstad et al., 2022; Mohamed Hashim,
Tlemsani, & Duncan Matthews, 2022; Mohamed Hashim, Tlemsani, & Matthews, 2022; Sa & Serpa,
2020).

One of the most important questions that arises is whether the teaching, research and transfer
projects designed and implemented by universities for the community and society meet the needs
of digitised, interconnected and globalised societiesby taking full advantage of the many benefits
associated with obtaining, processing and using large amounts of diverse data, without overlooking
the risks associated with rapid processing and biassed and non-transparent data extraction, with
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insufficient control over the use of data for unethical purposes. This issue deserves to be examined
in the context of the 21st-century framework, in which there are more and more globalised societies,
living increasingly intertwined lives, both on a digital and analogue level. It is important to emphasise
that even in this complex, dynamic and multi-layered context, the structures and processes of higher
education institutions continue to value collaboration, cooperation and inclusivity (Castells, 2014;
Phelps, 2007; Ramose, 2009).

Digital transformation is now considered one of the main drivers of public ICT policy and is at the
centre of numerous reports defining the main strategic areas and priorities for its implementation,
compared to other similar and related concepts such as digital government, e-government,
e-governance, e-gov, information society, knowledge society, virtual society, and network society
(Brunetti et al., 2020; Kraus et al., 2021; Peng & Tao, 2022; Tangi et al., 2021). In contrast, the digital
transformation has not yet reachedthis level of maturity in other research areas that are either
less technology-oriented or not yet aware of the impact and characteristics of information and
communication technologies in our society (Benavides et al., 2020; Brunetti et al., 2020; Garcia-
Morales et al.,, 2021). This is the case of higher education institutions, whose mission can be
summarised as organisations that aim to produce, organise, disseminate and maintain specialised
knowledge and provide specialised training at the highest level for undergraduate, postgraduate
and doctoral students through teaching and learning activities or extracurricular technical, scientific,
and cultural activities (Abad-Segura et al., 2020; Garcia-Pefialvo, 2021; Phelps, 2007).

Hei Functions In Globalised Societies

The flexibility that enables users to adapt to different learning speeds and learning methods should
be provided. It is a fundamental requirement of the digital society that the educational system
should be inclusive and provide education to everyone who wants and needs it (Rapp & Corral-
Granados, 2024; UNESCO IESALC, 2022). The lack of access to technology is a major obstacle to
people’s development. This is perhaps one of the deadliest catches for the world in the digital age.
In a world where technology companies can impact the daily lives of a significant number of people,
the consequences are even more compelling.

The new requirement is to be agile, because nothing is more constant than change (Miceli et
al., 2021). In order to see change as an opportunity, the pain of transitions should be smoothed
through planning. This means that stakeholders in the education system should continuously come
together to promote collective change. To enable individuals to work on a level playing field and
remain competitive, lifelong learning systems must be feasible and available. These systems must
collaborate with students and utilise all modern technological advantages of digital means, which
are defined by universities as requirements of digital transformation.

The digital transformation also requires the existence of a certain infrastructure to support
education, training, and re-training (UNESCO, 2016; UNESCO IESALC, 2023; UNESCO IESALC et al.,
2024). Itis a challenge for universities to recognize and meet the requirements of these digitalised,
networked and global societies. HEIs must be flexible when it comes to transferring knowledge
to individuals and designing their structures and curricula in line with information technologies
that are constantly opening up new standards. If international developments are not followed and
predicted, all the work done so far can be undone. Without continuous monitoring, research and
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rapid decision-making to ensure competitiveness, this will lead to a less competitive state.

The strategic future goal of higher educationis also fundamentally linked to intercultural competence,
the ability to act confidently in transnational networks and the willingness to comply with contracts,
principles, and ethical standards of academic behaviour in democratically constituted societies.

This leads to various changes in the structure, organisation and programs offered by higher
education institutions. Changes in curricula should move towards interdisciplinary learning that
focuses not only on domain-specific knowledge but also on digital and other soft skills (Akkari, 2012;
Betancourt, 2004; Candau, 2012; Zenk et al., 2024). Institutional change should focus on technology-
enhanced new learning environments that result from close collaboration and interaction and
the joint development of educational concepts with students and companies. Collaboration with
industry is gaining importance leading to research opportunities and the implementation of
innovative teaching methods that prepare students for the digital workplace with highly qualified
and individualised pedagogical skills (Mahmood, 2021; Ramirez-Montoya et al., 2021; UNESCO,
2020; UNESCO IESALC et al., 2024).

Educational institutions, especially universities, are indispensable for societies and economies
facing digital challenges, but are also struggling to keep pace with the ongoing processes of
change. The demands that companies place on university graduates are constantly changing as
the digital revolution has created a need for a highly skilled and knowledge-based workforce. The
requirements for self-motivated, autonomous learning and collaboration as well as developing the
ability to innovate and problem-solve in digitally networked contexts have increased exponentially
(Akour & Alenezi, 2022; Giang et al., 2021; Goulart et al., 2022; Hollenstein et al., 2022; Kaputa et al.,
2022; Tang et al., 2020).

Digital transformation, digitalised societies and economies enable people everywhere to use
digital devices to find and share information, keep up-to-date with news and political events, while
facilitating the functioning of national and state institutions and organisation of health and education
services (Cetindamar Kozanoglu & Abedin, 2021, 2021; livari et al., 2020). In this sense, digitalised
societies are characterised not only by technological change, but also by changes in all areas of the
economy and society (Brunetti et al., 2020; UNESCO IESALC, 2023; UNESCO IESALC et al., 2024).

Digital Competences: Challenges For Students, Workers, Citizens,
And Hei

Despite numerous recent advances, technology researchers still do not have a holistic and
standardised concept of digital transformation. Moreover, business people are increasingly
concerned about the social and ethical implications of widespread use and mastery of technology,
rather than the impact on the planet. At the same time, the integration of all relevant aspects of
technological expertise is simply unattainable for narrow efficiency and market-based models. It
follows that it is the moral duty of of educators in economic policy to educate university students
transversally and ensure that the entire population acquires common digital knowledge to discuss
technological change.
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In terms of key technologies, there is no definitive agreement about what these technologies are,
but the most frequently mentioned ones include big data, analytics, blockchain, Internet of Things,
(advanced) wireless technology, machine learning, artificial intelligence, cognitive computing,
robotics, virtual/augmented reality, 3D printing, cloud technology, high-performance computing,
fog computing, edge computing, etc. (Ashaari et al., 2021, 2021; Benitez et al., 2023; Bucea-Manea-
Tonis et al., 2021; Hersh, 2020)

Timely access to innovations of the continuously future-oriented education requires close
collaboration between industry and educational institutions to equip the future workforce with
new digital competencies (Goulart et al., 2022; Li, 2022; Rotatori et al., 2021). This commitment is
all the more important as we live in an era of digital transformation, where other more difficult to
teach skills such as collaborative problem-solving, practical creativity , originality in idea generation,
time-management, leadership, negotiation skills and independence in learning are required (Akour
& Alenezi, 2022; Goulart et al., 2022; Hollenstein et al., 2022; Marion & Fixson, 2021; Tangi et al.,
2021). These necessary skills and competencies generally correspond to the skills of 21st-century,
the "5Cs": creativity, communication, collaboration, critical thinking, and citizenship (Jessica Jane
FitzPatrick, 2021). People are simultaneously drivers of the digital age that is currently taking place
and are affected in all aspects of their lives by this digital transformation, which is driven by a rapidly
growing amount of data, an increasing number of digital resources available, and the use of digital
technologies. Citizens should therefore be able to handle data properly and manage a wealth of
diverse digital resources efficiently.

For the digital age we will need versatile, lifelong digital skills and competencies that go beyond
digital literacy. Future workers and entrepreneurs should master general and advanced digital
skills at different levels in programming, simulation, data processing, and computational thinking
as well as various application areas such as visualisation. Both the growing number of students
willing to participate in new forms of digital learning and the need for more and more different
digital technologies point to potential large business opportunities and define new potential areas
of expertise for researchers and educators (Ovcharuk et al., 2020). Formal frameworks for fostering
these multi-grade digital skills and competences are crucial not only for students at different
educational levels, but also for professional, as well as for educators and future employers (Akour
& Alenezi, 2022; Alenezi et al., 2023; Monteiro & Leite, 2021). These opportunities will benefit from
collaboration between education and training.

One widely cited and upheld group of stakeholder demands is based on the requirements of
Industry 4.0. Industry 4.0 is characterised by a dynamic, flexible network of interconnected value
chains in which data-driven, digital ecosystems allow for a strong connection between product
and production "turning the product into the means of production” (Benitez et al., 2023; Cafas
et al., 2021; Karnik et al., 2022). This fourth industrial revolution can only be achieved by creating
smart environments that carefully combine new technologies and human intelligence withinto the
common good and address the challenges of demographic change. Despite their typical scepticism
towards major innovations, higher education institutions and their management models must
engage in a long-term transition process towards continuous updating and lifelong learning of all
human capital (Dede & Richards, 2020; Morley & Jamil, 2021).

The complexity of developing digital transformation strategies in higher education institutions

Vol. 2 No. 1(2025) Youth and Generation Studies

34



stems from the broader societal changes associated with digitalisation. First of all, HEIs need to be
aware that they operate in digitally advanced societies embedded in a broader societal ecosystem,
and that digitalisation therefore affects a large number of their stakeholders. Stakeholders demand
a wide range of new services, curricula and social activities related to institutional development
and digital transformation (Benavides et al., 2020; Giang et al., 2021; Goulart et al., 2022; Kaputa et
al., 2022). In the broadest sense, these services and activities are not only interconnected learning
experiences that correlate with high employability and employee well-being but also overarching
societal values and controls (Schettino et al., 2022).

Cultural Changes: A Way To Implement The Digital Transformation
Processes In Higher Education Institutions

For the digital transformation to be successful, it must be an organisational change. For large higher
education institutions, change should start small and model transformative leadership, urgency,
structure and strong communication (Eddy & Kirby, 2020; Ruben & De Lisi, 2017). The top vision
should not only be shared by a small group of leaders but by the entire university community. In
this context, the team needs to educate the institution about what it means to live and support the
vision of teaching and learning in the digital age. It must be actively supported by adequate funding
to ensure that updated infrastructure, resources and instructional design support are provided
for faculty and students (Eddy & Kirby, 2020; Grabill et al., 2022). There should also be increased
investment in and sharing of data resources.

Faculty members are critical to the overall success of digital transformation, and infrastructural
investments such as the establishment of online courses and technologically equipped classrooms
are meaningless without highly skilled faculty members who are able to utilise these powerful
tools to promote learning outcomes (lifelong learning in higher education (Owusu-Agyeman, 2021;
Schiuma et al., 2022). This means that the curriculum must be ready for use not only in terms of
teaching materials and support, but also in terms of the human resource infrastructure to support
it.

Among the many interactions, some of which involve legal constraints, the most important aspect
is that which links managers with researchers and lecturers. Some of the issues that have been
perceived as detrimental to these relationships are the lack ofinformed and decisive decision-making
and insufficient time for critical thinking and reflection on initiatives undertaken. The processes
that need to be undertaken to address these problems lie in defining, simplifying and adapting the
bureaucracy and administrative tasks to achieve greater financial efficiency and greater flexibility
and availability of resources.

Due to the impact of the digital transformation on HEls, a new style of leadership is required.
Changes in organisational and management culture are required; without these, alignment between
strategy, structure, and culture is not possible (Sharma &Jain, 2022). Digital transformation requires
changes at a strategic level in a higher education institution, and developing a digital strategy can
give institutions a competitive advantage (Brasil, 2018, 2021; UNESCO IESALC et al., 2024). In order
to make and implement strategic decisions, governance mechanisms, which in the context of
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the HEIs are all responsible administrative bodies, should be able to align the strategy with their
goals and fulfill the expectations and needs of stakeholders (Brasil, 2018, 2021; UNESCO IESALC et
al., 2024). A significant milestone is to achieve a changed and innovation-oriented culture for the
higher education institution. This implies (1) the continuous formulation and implementation of
innovation and science, technology, engineering and mathematics initiatives by the government; (2)
administrators to become technology enablers; (3) focus on market needs and partnership creation
in co-developing digital strategies; (4) human capital to be developed; and (5) robust management
and governance mechanisms and competences to be promoted (Weiss et al., 2021).

Ethical Considerations In The Digital Transformation

In recent years, the discussion about digital transformation has attracted a great deal of attention.
The aim of these initiatives is to open up digital opportunities to every university student. However,
it is also necessary to discuss possible side effects of the initiatives in order to avoid potential risks.
Ensuring the safety of the young population (in particular their enhancement to good use, their
online privacy, and their critical stance as digital consumers) must remain a key focus of higher
education institutions adopting digital transformation initiatives.

The digital side effects do not only concern the content of the educational process, but also the
reality of people in the educational context. From this perspective, numerous studies have been
conducted on the use of digital technologies in higher education institutions. As higher education
institutions are increasingly interacting with digital technologies, they should be better prepared to
consider data protection and ethics

Digital transformation has become an important part of the higher education sector by focusing on
networked digitalisation to solve problems and create sustainable solutions (Giesenbauer & Muller-
Christ, 2020; Mohamed Hashim, Tlemsani, & Matthews, 2022). On the other hand, privacy settings
can also be used as a tool to control consumer behavior. In this direction, HEIs are also investing in
research initiatives aimed at protecting members of society from the risks arising from the rapidly
increasing use of digital-oriented tools in people's everyday lives (Jiang, 2022).

In the digital space, security and ease of use must be balanced, especially to ensure access for
students from different social and economic backgrounds. However, measures to protect the
transfer of knowledge that go hand in hand with initiatives to promote a balance between access
and data security often make higher education institutions' initiatives more expensive and less
attractive to the end user: the student.

Conclusion

The digital transformation of higher education institutions and the role of digital technology in these
organisations’ relationships with students, teachers and society are currently topics that demand
the immediate attention of the academic and corporate research community. Evidence of this
growing attention is provided by research in matters related to this topic, such as (Benavides et

Vol. 2 No. 1(2025) Youth and Generation Studies

36



al., 2020; Qureshi et al., 2021). Conceptually, digital transformation in HEIs could be understood
as a continuous process of reinventing the organization that involves the dynamic adaptation of
the organisation's strategy, processes, use of technology and organisational culture to meet the
environmental changes and prepare it for the expected challenges so that it is able to take advantage
of the opportunities of the digital age.

Information and communication technologies (ICT) enable the individualisation, customisation
and lifecycle support of educational processes and their digital content. Furthermore, student
acquisition, authentication, and helpdesk processes can become more efficient with improved
accuracy (Waghid, 2023).ICT also enables differentiation by offering attractive pedagogical responses
to individual expectations, which promotes student satisfaction and completion and moves to the
level of differentiators.

Despite the considerable progress in research on digital transformation, current research cannot
yet properly assess the changes in higher education institutions. Among the changes are that
traditional face-to-face teaching will soon be complemented by innovative and personalised
education; faculties supervising assignments together and without disciplinary overlap will be
replaced by interdisciplinary research groups; that funding agencies and governments will deploy
complex validation procedures that develop automated processes within educational workflows;
and that isolated universities will be replaced by educational networks that offer better services
based on students’ individual learning characteristics (Alenezi et al., 2023; Guppy et al., 2022;
Stevens et al., 2021). There is an emerging trend to replace the traditional physical, ones-way and
independently organised processes with blended and networked processes that are interactive,
dynamic and interconnected (Dixit & Pathak, 2023; Haleem et al., 2022).

The digital transformation is having a profound and far-reaching impact on higher education
institutions. Its process is changing the institutional nature and operational models in in higher
education by challenging existing management practises and scholarship. The changes associated
with digital transformation in higher education institutions go beyond the creation and use of
digital systems and tools: they aim at a systematic and strategic development with technological,
institutional and administrative aspects that improve access and opportunities for students from
different social, political and cultural backgrounds.

Higher education institutions can provide the foundation and environment to foster society-wide
digital transformation by developing competences inin students and offering curricula that support
learning experiences, meaningful challenges and more open discussions. In this context the article
summarises seven recommendations for higher education institutions for digital transformation
processes:

(1) Promote the creation the appropriate infrastructure to support digital transformation
projects;

(2) Decentralise the decision-making power to enable flexibility and adaptability of higher
education departments;

(3) Engage and digitalise all administrative services at every organisational level;

(4) Seek to participate in enriching environments to share information and experiences with
other similar organisations;

(5) Promotion of innovative initiatives and constant re-evaluation and adaptation of ongoing
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initiatives;

(6) Promotion of digital literacy and professional development of members of all higher
education institutions;

(7) Promotion of intercultural and interdisciplinary competences among students.

Digital transformation has become a significant challenge for organisations of all kinds, and higher
education institutions are no exception. As a global trend, digital transformation is embedded in
various research disciplines all around the world.

The isolated application of digital tools cannot be considered digital transformation. Likewise, digital
transformation in universities should not be viewed solely as a response to increasing national and
international competition, as a survival strategy in a changing education market, or as a means
of increasing academic performance, but rather as a necessary process to maintain the value of
HEIls in an increasingly rapidly changing and interconnected world. While it is indeed important for
higher education institutions to demonstrate that they can keep pace with and contribute to digital
developments in the wider context of business and society, the question of how they can best use
digitalisation to fulfill their social, cultural and educational mission should be a subject of ongoing
discussion among higher education stakeholders. They should explore how both educational and
societal value can be enhanced through various digital tools, digitisation strategies, innovative
initiatives and the modernisation of scholarship.

In conclusion, understanding digital transformation as a natural process that higher education
institutions must undergo is increasingly important for all stakeholders in the education system,
including students, professors, coordinators administrative staff and the society in general.
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